ENDTAB.ORG

PRESENTATION
RESOURCES

SAFETY PLANNING

e Digital Safety Wheel

« Power & Control in the Digital Age Wheel (CA Goldberg)

e Intake Questionnaire

e Digital Footprint Tool

o Safety Planning Guide (English)

 Plan de Seguridad Digital (Espanol)

« Opt Out of Data Broker Resource

e Blur Home on Google Maps

« Remove Personal Identifying Information from Google Search
« How to Use a Password Manager

IMAGE-BASED ABUSE

« Nonconsensual Porn Victim Guide
« Nonconsensual Deepfake Porn Victim Guide
o« StopNCll.org (preventing image uploads)
« Image Removal Resource (Go to Step 5)
e« Copyright TakeDown Guide
 Hiding an Image on a Device:
o Select Photo > Tap Edit > Zoom and/or Crop Photo to look
like something else > Tap Save
o To revert to original: Tap Edit > Tap Revert
o Safer Sexting Practices When Sending Intimate Images:
o No Faces
o No Tattoos
o No Birth Marks
o Neutral Backgrounds
o Location Information Removed from Image:
= iPhone
= Android
« Communicating Safe and Healthy Sexting Practices
o iPhone: Turn Off AirDrop to Prevent CyberFlashing
e Android: Turn off Nearby Share to Prevent CyberFlashing



https://avery-potter-hbrm.squarespace.com/s/EndTAB_Digital-Safety-Wheel-Tool.pdf
https://www.cagoldberglaw.com/power-control-wheel/
https://static1.squarespace.com/static/58b8cb1846c3c4543ab7b863/t/6314c5543efb9c1fd9bf4c4a/1662305620809/EndTAB+Screening+Questionnaire.pdf
https://static1.squarespace.com/static/58b8cb1846c3c4543ab7b863/t/6314c5543efb9c1fd9bf4c4a/1662305620809/EndTAB+Screening+Questionnaire.pdf
https://static1.squarespace.com/static/58b8cb1846c3c4543ab7b863/t/6314c5015b5554367a889c40/1662305543243/Digital+Footprint+Checklist_Online.pdf
https://static1.squarespace.com/static/58b8cb1846c3c4543ab7b863/t/6314c3cb5b5554367a887176/1662305228004/Tech+Safety+Toolkit_English.pdf
https://static1.squarespace.com/static/58b8cb1846c3c4543ab7b863/t/6314c4a1be442a69e8aa8aeb/1662305441653/Tech+Safety+Toolkit_Spanish.pdf
https://static1.squarespace.com/static/58b8cb1846c3c4543ab7b863/t/6314c4a1be442a69e8aa8aeb/1662305441653/Tech+Safety+Toolkit_Spanish.pdf
https://docs.google.com/document/d/1ElB7VXmr5JEkFaLJpO7YLGrAuasedmq-rZC-8TUMxTM/edit#heading=h.1ysxbwzc7tld
https://docs.google.com/document/d/1ElB7VXmr5JEkFaLJpO7YLGrAuasedmq-rZC-8TUMxTM/edit#heading=h.1ysxbwzc7tld
https://www.lifewire.com/blur-your-house-on-google-maps-5197040
https://support.google.com/websearch/answer/9673730
https://www.consumerreports.org/password-managers/how-to-use-a-password-manager-a7687059222/
https://avery-potter-hbrm.squarespace.com/s/NCP_Safey-Guide.pdf
https://static1.squarespace.com/static/58b8cb1846c3c4543ab7b863/t/61928c09eeaf0d500394180f/1636994059330/2021+Deepfake+Guide.pdf
http://www.stopncii.org/
https://cybercivilrights.org/ccri-safety-center/
https://withoutmyconsent.org/resources/something-can-be-done-guide/take-down/
https://www.macworld.com/article/351888/how-to-remove-location-data-in-shared-photos.html
https://www.makeuseof.com/how-to-delete-location-from-photos/
https://www.allohealth.care/healthfeed/sex-education/how-to-do-sexting-in-relationship
https://support.apple.com/en-us/HT204144#:~:text=Press%20firmly%20or%20touch%20and,won't%20receive%20AirDrop%20requests.
https://support.google.com/android/answer/9286773?hl=en

ENDTAB.ORG

PRESENTATION
RESOURCES

ACCOUNT & DEVICE SAFETY

e Verify Apps Downloaded onto a Device:

o iPhone

o Android
e Stalkerware

o Detection Guide: Android

o StopStalkerware.org (online resource)
e Verify Unauthorized Account Access:

o Instagram

o iPhone

o Google

o Or: Internet Search "login activity" & account in question

e Run a Google Account Security Check
e Venmo Safety Guide
e Verifying Anonymous Email*

o Proceed to email login page > enter harassing email
address > select 'forgot password' > choose account
recovery option that shows partial email or phone number
> see if it matches that of suspected attacker.

o *Expectation: This only works sometimes and will only
produce a partial email or phone number when it does.

o *Do Not Actually Attempt to Login as Attacker May Be
Notified

e Location Tracking

o AirTag Stalking Guide

o Verify Location Sharing: iPhone

o Verify Location Sharing: Android

HOME SAFETY

e Refuge Smart Home Safety Guide
e Fing App: Verify Devices Using Home Wifi
 Device Safety Guides: Consumer Reports Security Planner
* Ring Security Guides
o English
o Espanol
o Advocate Guide



https://support.apple.com/en-us/HT204088
https://www.androidauthority.com/find-purchased-apps-google-play-store-879124/
https://82beb9a6-b7db-490a-88be-9f149bafe221.filesusr.com/ugd/c4e6d5_2e143ec51b5249ec87b04f22a1025606.pdf
http://www.stopstalkerware.org/
https://www.alphr.com/someone-using-instagram-account/
https://support.apple.com/en-gb/HT205064#:~:text=If%20you've%20set%20up,again%20using%20two%2Dfactor%20authentication.
https://support.google.com/accounts/answer/2544838?hl=en&co=GENIE.Platform%3DAndroid
https://support.google.com/accounts/answer/46526?hl=en
https://avery-potter-hbrm.squarespace.com/s/Venmo-Guide.pdf
https://static1.squarespace.com/static/58b8cb1846c3c4543ab7b863/t/60db255f67fac01b9b90cdd4/1624974689060/Nonconsensual+Tracking+Safety+Guide+1.0.pdf
https://support.apple.com/guide/iphone/share-your-location-iph01954dc44/ios
https://support.google.com/maps/answer/7326816?hl=en&co=GENIE.Platform%3DAndroid
https://refugetechsafety.org/hometech/
http://fing.com/
https://securityplanner.consumerreports.org/
https://static1.squarespace.com/static/58b8cb1846c3c4543ab7b863/t/6314d869d8c9e856e6a5f7b1/1662310538394/Ring+Survivor+Safety+Guide.Final+%282%29.pdf
https://static1.squarespace.com/static/58b8cb1846c3c4543ab7b863/t/6314d980025ee9399788f0ae/1662310796675/Spanish+Ring+Survivor+Safety+Guide.FINAL+%281%29.pdf
https://static1.squarespace.com/static/58b8cb1846c3c4543ab7b863/t/6314da07314fb97f83efccd6/1662310920769/Ring+Safety+Advocate+Guide.Final.pdf

